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</Name.>
<Job>
Senior Security Engineer (AGODA)
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</Job>
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B.Eng Com, ABAC
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Security by Obscurity

MiSSEf[SF’EJ
Obscurity = make nobody know or make it hard to see

® Example:

- Path hiding

- Hidden field

- Hidden/Remove object

- Change service port number

- Referrer, HTTP special Header
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Path hiding

»

https://www.somewebsite.com/page/admin/login.aspx

LOG IN

Username

m

Password

[[] Keep Me Logged In

LOG IN

Forgot your password?
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Path hiding

https://www.somewebsite.com/abc/123/admin.php
Login

User Name *

Password *
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Path hiding

X www Il co th/test/session/index.php?1471600000

.
Hi, admin

Session ID : gfedigjasmeq8kodrtogaiou’l
Current Date - 20-08-2015 01:00:13

Clear Session
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Path hiding -Temp File, Back Up

Local Disk {C=) » imetpub » wanwrooft = wss ¢ VirtualDirectories » 850 »

Burm MNew folder
Marme . Date modified Type
L _app_bin 221520001 1.2:24 AR File folder
e _whi_poot 2782010 235 PM File falder
. App_Browsers 20,0001 3:148 AR File folder
L. App_ GlobalResources 21 8,200010 X35 PR File folder
I aspnet_client 27/8, 20010 2:35 PM File folder
. bir 291 5,011 83:57 PM File folder
L wpresources 290 /09011 8:57 PR Fele folder
_*_'l global.asax 20852000 22235 PR aLFMET Ser...
| web. balk ZESLS, D00 14T PRA BAE File
fi Q372011 3-06 PM XML Configu...

| web_2010.12 24 23 36 48.bak 24/12/2010 11:28 PM  BAK File
| web_2010_12_24_23 37 O6.bak 24/12/2010 11:36 PM  BAK File
| weeb_2010_12_25_00_04_41.bak 24/12/2010 11:37 PM  BAK File



Security by Obscurity

Dirbuster

i LAY ASE DIFUSTer 0,11 - Web Applcaten Buts Fasing L »

File Qptions Abouwt Help |

Target UEL (eg hitp: ffexample. com:80/)

[ : l

Work Method 1 se GET reguesis: onby (2] Auto Switch (HEAD and GET)
Mumber Of Threads L7 1 10 Threacs [ |Go Fasier
Select scanning vipe: 721 List based brute force () Pure Brute Farce

File with fist of dirs /files

| | €& Browse || @ List Infa |

- Y T ) | R Py - | e 0]

1ar S8k [B-ZA=E0S00 . i Min dengite | Max Langt | E
Select starling options: = Standard start poim () URL Fuzz
(] Brute Force Dirs [#] Ba Recursive Dir 1o star with . |/ o o = ]
[¥] Brute Force Files [ 1 Use Blank Extention File extention. [ohp |
USE 1o fuas = Mt MmiFurt=fdir) az
[ I
[ Siex | [ B san ]

Flease complet= the 1est details
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Dirbuster

® Prepare path dictionary
® Basic : [ladmin , [test, [abc, /xyz
® Well known : [administrator /manager, /wp-admin, /console

® Advance :/admin-path, /

® Temp File, Back Up

® Path +.zip, .rar, .bak

® Ex; [admin
® http:/[/testsite.com/admin.zip
® http:/[testsite.com/admin.rar

® http://testsite.com/admin.bak
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Hidden filed

— -1 7 L7 :
Lﬁﬁem’m* -.I# | Resources @ Metwork & SOUrCes @ﬁmeline FE:‘ Profiles :g Aud

W RTTLINL
 <head>..</ head>
¥ <{body>
<h2>Table A</ /h2>
» <table id="tabledA" border="1">.</table>
<h2>Table B</h2>
 <table id="tableB" border="1">.</table>
¥<p>
<button id="submit">Submit</button:

<button id="reset">Reset</button>
</ p>

<input type="hidden" id="activeTable" wvalue="tableA":>
</ body>

£5tvle type="text/css"><{/styvle>
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Hidden filed

= <tr>
<td height="30"> </td¥
= <td align="left">»

<input id="legin" name="login" walue="lpogin" type="submit">

<input id="usertype" name="usertype" valuse="user" type="hidden"¥
<input id="path" name="path" wvalue="" type="hidden"»
</ td¥
</t
<tr>
</thody>
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Hidden filed
Target | Proxy ] Spider 1 Scanner ] Intruder T Repeater T.’anuancer I Dec
[ Intercept T HTTP history ] WebSockets history Tﬂpticms ]
[iJ Response Modification
[EJ These settings are used to perform automatic modification of responsg
[¥] Unhide hidden form fields
[ Prominently highlight unhidden fields
|| Enable disabled form fields - -
[J Remove input field length limits Hidden field [ VIEWSTATE] aerowuiLteioDen
|| Remove JavaScript form validation Please enter the required quantity:
[ | Remove all JavaScript Product: Windows XP
[ | Remove <object> tags Price: 149
Quantity: {Maximum quantity is 50)

Hidden field [price] s

Back to catalogue
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Hidden filed

User-Agent: Mozilla/S5.0 (iPhone; CPU iPhone OS5 5 1 like Mac 0OS
Safari/7534.48.3

Accept: text/html ,application/xhtml+xml ,application/xml ;g=0.9,
Accept-Language: en-GE,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://172.16.67.136/Heb3oat/fattack?Screen=1554kmenu=
Cookie: remember token=PNkIxJ3DESiEZL0F4vrAWBA; acopendivids—sw
PHPSESSID=016fof1lnkg5333kgspckk4 Thno;

_cyclone session=BAhRTBOkiD3IN1c3Npb2S5faWOGOgZFRkkiJTEL1Y jc2¥ jdj=E
vS1i9h)TEGclVjeFEYO3cvwVkdz St LRnpS5E 3 EvMkdTRHASTTOz cFE9E jsAR g 3D
JoESSIONTID=1ED3891622C69A1K110F4BC5TD1204E1;

_railsgoat session=BAhTROkIiDINlcINpb2S5faWDEOgZFRkkiJTk2EZGMXY2I
FEyWIOUSGhUVOVIdIRSHHpDLOt1 ZE JaUZTpdUSHSnMxW1 1CTGwSL1E9E jsARgE
Authorization: Basic EZ3V1c3QeZ3V1ciQ=

Connection: keep-alive

Content-Type: application/x-www—form-urlencoded
Content-Length: 35

OTY=1&SUBMIT=Purchase
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Disabled
& <body dir="ltr">

<div clasza="spacer"r </divy
[ <div id="topSection"»
<div id="brandLogo"r </div¥

B <div id="searchlconAndTextContainer™r

<div id="sezrchlcon"» </divr

<input id="searchText" name="g" value="" maxlength="256" ariz-label="dAY
M" dir="auto" type="text" autocomplete="ofi" aria-sutocomplete="true" aria-controls="sesrchiuggestionlable"
expanded="fzlse" placeholder="AuM" Disabled=""/>

<input id="searchSubmit" value="" onclick="onSearchSubmit (event)" aria-label="Au

M" type="button" Digabled="Disahled"/>

[ <table id="searchSuggestionTable" class="contentSearchiuggestionTable” role="presentation" hidden=""»
</divr

4 <div id="snippetContainer"r

N
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Hidden/Remove object

UNSUCCESSFULLY

igunsatudntayaled Tlensiuatiing

fuAIaINzLiiau

1.nsandauasrum (Personal information)

iia (Name}* uudna (Surname)*

dwa (Email) wasiiada (Mobile Number)*
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Hidden/Remove object
duAsaunziiau

1.nsanzauasrua’ (Personal information)

"ﬁn [Name)* uludna [Surname‘,i*
dwd (Email) wwasiiadia (Mobile Number)* l
t DOM Net Cookies A Search by text or CS5 selector W

aup < divrowform-group < div.panel-body < div.panel..argin-10 < div#Conte..nelstepl < form#orml < divtempl..ontainer < divtempl..-gray-bg < divtempl..

onValidatord” style="color:#CCO000;visibility:hidden; ">uafinsdwiiliafa’higndas (duavlonan) </ span><input valus="submit"” type="submit"3
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Hidden/Remove object

aaveilau Srusas

EHEN




Security by Obscurity

MISSCanf(SFPa)

Change service port number

C:\Users\ShellCodeMoohx>python -m SimpleHTTPServer 8888

Serving HTTP on B.0.08.8 port 8888 ...

127.8.8.1 - - [19/Hov/2016 @1:87:131 "GET ~/ HITP-1.1" 2688 -

127.8.8.1 - - [19/Nov/2816 B1:87:14] code 44, message File not found
127.8.8.1 - - [19/Nov/2016 B1:07:14] "GET /favicon.ico HTTP/1.1" 484 -
127.8.8.1 - - [19/Nov/2016 @1:07:14] code 484, message File not found
27.0.8.1 - - [19/Nov/2816 B1:07:14]1 "GET /favicon.ico HITP/1.1" 484 -
127.8.8.1 - - [19/Nov/2016 B1:07:18] "GET /Downloads/ HITP/1.1" 208 -

127.8.8.1 - - [19/Nov/20816 B1:87:321 “"GET /Downloads/UMInjector-master/ HITP/1.1" 200 -
127.8.8.1 - - [19/Nov/20816 B1:87:35]1 “"GET /Downloads/UMInjector-master/vminjector/ HTTR/1.1" 208 -
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Change service port number

~# nmap -p 1-65535 -Pn 127.0.0.1

Starting Nmap 6.49BETA4 ( https://nmap.org ) at 2016-10-09 13:46 ICT
: § warning: Unable to determine any DNS servers. Reverse DNS is disabled.

1”.a1huhr (127.0.0.1)

“EH IﬂH

Simp ) :
> F‘ul fl 1c heade OPTIONS response (status code 501)
5 Pyth&nﬁ?.?.g
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HTTP Referrer

(Ao | st [ x|

GET / HTTP/1.1
Host: www. somewebsite. com
User-Agent: Mozilla/5.0 (Windows NT ©.1; WOWed; rv:50.0) Gecko/ /20100101 Firefox/50.0

Aecept: text/html, application/xhtmltixml, application/xml;q=0.9, */*;q=0.8
Aecept-Language: th-TH,th;q=0.8,en-US;q=0.&,en-GEB;q=0.4,en,;q=0.C
Apcept-Encoding: gzip, deflate

Connection: close

Beferrer: https://www. somewebsite com/login. aspxiuser=1234

Tpgrade-Insecure-Requests: 1

N
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HTTP special Header

IP =200.0.0.1

X-Forwarded-For:
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HTTP special Header

IP =200.0.0.1
X-Forwarded-For:
e Y
IP = 200.0.0.99 X-Forwarded-For:

X-Forwarded-For: 200.0.0.1, 200.0.0.99

200.0.0.1
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HTTP special Header

Request

|Haw|He:n:|

GET /oustomer php HTTRSL.1

Host: www. somewebsite. com

¥-Forwarded-For: Z00.0.0.1 «

Aocept: /¥

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10 5 5) AppleWebFit/537.3& (FHTHML, like
Geolko) Chrome/41 0.2272.118 Safari/fE37. 36

Aocept-Langquage: en-UsS,en;q=0.8,de;q=0.8,7a;q=0.4

Comnection: close
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HTTP special Header Example

Header name What it means

x-forwarded-for Originating IP of a client connection to the server
x-forwarded-host  Origination host name

x-forwarded-server Originating server name

x-wap-profile A reference to the user-agent profile as specified.
X-imsi The imsi number. Identifies the end user.

x-msisdn The end users phone number

Ref: https://mobiforge.com/design-development/useful-x-headers



Encode = Encrypt ?



Encode '= Encrypt
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® BASE 64 password in database

AR A I L LR S A=

) Database filter || Tablefilter A 8f Host: 19216809 | | Database: Users
4 0\, Unnamed 50K | || Tableousers | =2 Data P Quey
. Information_schema Q0KB (|1 Showall | w Soting 7 Columns ¥ Filter

4 | Users 160 KB o=

: user
| users 160 KiB m S o
mke  UOImZHNURW425Q==

kane aVN2WVItMkdSbw==
| —




Encode '= Encrypt

® BASE 64 password Cookie

POST /cgi-binfindex.cgi HTTP/1.1

Host: ;8080

User-Agent: Mozilla/5.0 (X11; Linux x86_&4; rnv:31.0) Gecko/20100101 Firefox/31.0
lceweasel/31.8.0

Accept: textfhtml, applicationf<htrml+xml, application/f«ml; q=0.9 %/M;q=0.8
Accept-Language: en-US en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http:jf 8080/cqgi-bin/htrmlflagin, hirmnl

Cookie: gnap_admin_style=default; nas_lang=ENG; nas_tree x=240; nas_tree y=370;

nas_save_u=1; nas_u=YWRtaWd=, nas_address= , nas_save _p=1,;
nas a=WvVdSdGFXNDO=; nas p="YWRtaWShZGlphg==

Connection: keep-alive
Content-Type: applicationf<-www-form-urlencoded
Content-Length: 12

sid=5rfrajax

MiSSLonf(SFe)



Encode '= Encrypt

WY Untitled Session - OWASP ZAP 2.4.2

File Edit View Analyse Report

Online Help

[Standard mode | =] | ] L k= | Filter. e Ik b e
& Sites e Browse AP

Encode/Decode/Hash... Ctri+E =

@ ﬁ E1 CH Toggle break on all requests Cirl+B

- 5 Contexts goiglgtb[ejkton ?II re;ponsest gr:+¢:t+5

ubmit and step to next request or response rl+
Default Context = ) - o S
. Submit and continue to next break point Cirl+C
@ sites )

Bin request or response Crl+x
Add a custom HTTE break point... Crl+A
Active Scan... CHrl+Alt+A
Spider... Cirl+Alt+S
Manual Request Editor... Cirl+m
Run the Garbage Collector
Manual Send WebSocket Message
Fuz= .. Ctri+Alt+F
Options... Crrl+Alt+Cr

_[ = Histo.r]rT =, Search T o slerts T || Output T == ]

@& & " FilterOFF

Id | Reqg. Timestamp | Method | URL

MiS5SLonf(5F2)
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® BASE 64 decode by zap proxy

"

%Y Encode/Decode/Hash
Text to be encodedidecoded/hashed
-

YWRtaWwsShZG1pbg==

| Encode | Decode | Hash | lllegal UTFS |

Base 64 Decode
=

adminadmin

LUIREL Decodes
-

YWRtaWShLZG1pbg==




Is self developed
encryption algorithm

more secure ?
(Nobody know)



Weak hashing algorithm
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®*Example
® Shift-bit + Add letter GD + Fake Pad (==

® Password = QGDbGDtGDtGDxGDpGDsGDe==

°*Remove GD => Qbttxpse
*Shift back => Password



Encrypted password ?



Encrypted Password ?

MiSSLonf(SFe)

Config file

password
Ao3aBe/q54f==

Attacker Web Server Database




Password hashing ?



Weak hashing algorithm
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Select: webapp user

Select data Show structure Alter table Mew item

|—Select—| |—Search—| |—5::th—| Limit— Text length Action—

SELECT * FROM “webapp user’ LIMIT 50 Edit
[] Modify user_id  group_id usernane password
[ edit 1 1 administrator | 161ebd7d450809b3446eedald8edbcfa2
L] edit 2 2 admin cce?2f@l1bbli10obd8e7babo7 794901 caf0o
[ 1 edit a8 2 usergdl 032e780c3f321d13109c71bf2 1805476
[ 1 edit = 2 userdd2 63e780c3f321d12109c71bf21 8054762
[+l edit 11 2 test 05a67 lcobaefeal 24 ccO8b7aeacd20bb

(5 rows) [lwhole result



found 1 hq

16lebd7d45089

found 1 hash [Timer: 73 e find them be

1bbl1d

e find them b

ind them b

Hashes:

MiSSLonf(SFc)



Encrypt data with secure
algorithm is OK.
No more need to concern



Encryption

MiSSLonf(SFc)

More things to concern for the encryption
- Implementation

- Key length (bits)

- Mode (ECB, CBC, OFB, CFB)



Original image Encrypted using ECE mode Modes other than ECB result in
pseudo-randomness




ECB mode weakness in real case ?



ECB block shuffler
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AES 128-bit ECB Mode

mobile_num=0899999999 [MR. A]
C17D95754A5B0C2B5711AD1E9E74ACFC2C8FES56BE20D6138613D77B60DEB5B22
mobile_num=0899966666 [MR. B]
C17D95754A5B0C2B5711AD1E9E74ACFC78F664431DFBOAFDCO5FD8C0084C96ED
mobile_num=0866666666 [MR. C]
B1E564C90CAB46B381FB95DCC325F58D78F664431DFBOAFDCO5FD8C0084C96ED



ECB block shuffler
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AES 128-bit ECB Mode

mobile_num=0899999999
C17D95754A5B0C2B5711AD1E9E74ACFC2C8FES56BE20D6138613D77B60DEB5B22
mobile_num=0899966666
C17D95754A5B0C2B5711AD1E9E74ACFC78F664431DFBOAFDCO5FD8C0084C96ED
mobile_num=0866666666
B1E564C90CAB46B381FB95DCC325F58D78F664431DFBOAFDCO5FD8C0084C96ED
mobile_num=0866699999 [MR. X]
B1E564C90CAB46B381FB95DCC325F58D2C8FES56BE20D6138613D77B60DEB5B22



ECB block shuffler
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mobile_num=0866699999 [MR. X]

https://fitnessxx.com/cutomer.php?

data=B1E564C90CAB46B381FB95DCC325F58D2CSFE56BE20D6138613D77B60DEB5B22



ECB block shuffler

MiS5SLonf(5F2)

Encrypted data to shuffle:

Format of original data:

Block size (usually 8 or 16):

Additional encrypted strings

Payload Options [ECB block shuffler]

This payload type can be used to shuffle blocks of ciphertext in ECB-encrypted data, so a
same cipher and key, to provide additional blocks for shuffling into the original data.

(®) Base value of payload position

() Specific string:

() Literal value
(® Encoded as ASCIl hex

16|

OpLIana

l Paste J

Load ... J




Is encrypted data secured
when secure algorithm and
Mode?



Yes, But



Replay Attack
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= <tazble>

<thead>
[ <tbody id="creditCardContainer™s ‘

= <tr claaa=“creditcard_item
zelected" data-ccdetaill=

data-cardtypeid=":2"

[ <td class="card-type">
[ <td class="card-name"»

<spanr AMMARIT </span¥

<gpan» THONGTHUA </span¥
<ftd>
<td class="cerd-nurker">8124 </ /td>
<td class="card-expiry"»05/153</td>



Replay Attack
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Faw T Headers [ Hex }

GET / HITR/L.1

Host: www. somewehsite. con

User-Agent: Mozilla/5.0 (Windows NT £.1; WOWEd; rv:50.0) Gecko/Z0L00101 Firefox/50.0
Avcept: text/html,application/shtultzul,application/xuwl;q=0.9,*%/*;q=0.8
Apcept-Language: th-TH,th;q=0.8,en-Us;¢=0.&,en-CE;q=0.4,en;q=0.2

Appept-Encoding: geip, deflate

Commection: close

Upgrade-Insecure-Requests: 1

data-ccdetail=rDTqETYves34dfdDEDAErEEYKsHEEeEHFleEHquHEUEHc==FEardHame=AHHARITEEDTHDHETHUAEEard-Expiry=DEflE£amnunt=liDDD
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MiSSE[SF’E]
Authentication Check at on load

-Tamper Data and reject
Cookie Expired date is work
-Cookie Editor

Protection by WAF is sufficient
-Evasion (Ex; admin’;--)
-Unsupported SSL cipher suite
-Pollution technique
~-WAFWooF Input validate
HTTPS is sufficient




E Burp Suite Free Edition v1.6.32

Burp

Intruder Repeater Window Help

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Ciptions T Alertz ]

[ Connections T HTTP T S5L T Sessions T Dizplay T Misc ]

|

wou can use these =ettings to reguest use of =pecific protocolz or ciphers. Use these options with caution as mizsconfiguration may break all yvour cutgoing S5SL connections.

l Select all J Enabled [ Protocol
— (0 SSLvZHello
| Select none A Sl w3
[ TLSw1
(] TLSw1 .1
[ TLSw1.2
| Selectal | | Cipher

TLS_ECDHE_ECDSA_WITH_AES 128 CBC_SHAZSS
TLS_ECDHE_RSA_WITH_AES 128_CBC_SHAZSE
TLS_RSA_WITH_AES_128 CBC_SHAZSS
TLS_ECDH_ECDSA_WITH_AES 128 _CBC_SHAZSS
TLS_ECDH_RSA_WITH_AES_128_CBC_SHAZSS
TLS_DHE_RSA_WITH_AES_128_CBC_SHAZSS
TLS_DHE_DSS WITH_AES_128_CBC_SHAZSE

T = FEAOHE FOnDsa WIH O AFS 178 TR SHA

| Select none

m
IEENEEEEF

o

SOl MEQOLELoT veOlkal OUN0S

[ Automatically select compatible SSL parameters on negotiation failure
[¥] Enable algorithms blocked by Java security policy (reguires restart)
[] Dizable Java SNI extension (requires restart)

[] Allow un=safe renegotiation (reguired for some client cerificates)



Other Security #MiSSConcepts

No vulnerability found in VA/Pentest = Secured



Conclusion

MiSSLonf(SFc)

® Secure by design
® Put the right solutions to the right jobs
® Security Source code review

® Perform regular vulnerability assessment /
penetration test
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