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Addressing Malware Threat

Detect the infection, understand scope, and remediate the problem

Confirm Infection

Notification Quarantine Triage Confirm

No Infection

payiuap| uonodu|

Cannot Identify Infection

v

Build Test Static Device Network Proliferation
Bed i Analysis Analysis Analysis Analysis

A

Update Profile

Malware Proliferation

A 4

Search
Remediate Network
Traffic

Search Scan L, Define Rules
Device Logs [~ Devices ™ (from profile)

A

Search for Re-infection
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Rl A ‘“' 3 0 K
SOFTWARE COMMUNITY VULNERABILITY ADDITIONAL ABOUT TALOS JOIN OUR TEAM CONTACT US BLOG

REPORTS RESOURCES

VULNERABLE CODE
CPP\7zip\Archive\Udf\UdfIn.cpp

WEDNESDAY, MAY 11, 2016
FOR_VECTOR (fsIndex, vol.FileSets)

{
CFileSet &fs = vol.FileSets[fsIndex];
et e _ Sl
Files.AddNew();

RINOK(ReadFileItem(volIndex, fsIndex, fs.RootDirICB, kNumRecursionLevelsMax));
RINOK(FillRefs(fs, fileIndex, -1, kNumRecursionLevelsMax));

7-Zip vulnerabilities were discove

Cooo),
B/Og ‘DOS{ was aUIhOfed by MafC Line 384 HRESULT CInArchive::ReadFileItem(int volIndex, int fsIndex, const CLongAllocDesc

&lad, int numRecurseAllowed)

S ine { F)
Update 2016-05-12:Related adVi | (ine s i¢ (rites.sise 5 100 - ) e Lt

http//WWW taIOSIntel Com/repon Line 387 RINOK(_progress->SetCompleted(Files.Size(), _processedProgressBytes));

Line 388 if (numRecurseAllowed-- == 0)

http://www.talosintel.com/report | vine 389 return S_FALSE;
Line 390 CFile &file = Files.Back();
Line 391 const CLogVol &vol = LogVols[volIndex];

7_Z|p |S an Open'SOUrce ﬂle aI'ChI' Line 392 CPartition &partition = %4 Subscribe via Email
. . Partitions[vol.PartitionMaps[lad.Location.PartitionRef].PartitionIndex];

large files, and the ability to use *

has discovered multiple exploitat

concerning since vendors may ni

3\ Comments

This vulnerability can be triggered by any entry that contains a malformed Long Allocation Descriptor. As you

concern, for example, when it col can see in lines 898-905 from the code above, the program searches for elements on a particular volume,

major platforms, and is one of th and the file-set starts based on the RootDirlCB Long Allocation Descriptor. That record can be purposely VY 2016 (40)
malformed for malicious purpose. The vulnerability appears in line 392, when the PartitionRef field exceeds » JUNE (5
the number of elements in PartitionMaps vector.

discover just how many products
Y MAY (6)
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Source

C2 Server
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We are looking for complete attack flow
221 percent increase in WordPress Attacks

Figure 29. How WordPress Sites Are Compromised

with Banner Ads 9 Flash Exploit from WordPress Server SHARE 6 O @ @

> i:} >
0 &

o Cryptowall Connects to C&C
Server to Get Encryption Key

0 User Views Webpage Cryptowall Binary Downloaded

g <
ﬂ e Cryptowall Encrypts

Documents a j Eacionl Cryptowall C&C Server
+«©
- O

< e Cryptowall Retrieves Ransom
Note and Provides Link to Payment Site

Source: Cisco Security Research

o]
Cisco
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Track Exploit Kit

@ Flash Vulnerabilities @ Other Vulnerabilities
Angler ———— 0
Magnitude & & & $
Nuclear Pack &———O

Neutrino S—F——@
Rig

Nuclear

Fiesta

NullHole

Hanjuan

o—o

Sweet Orange &——S
@

®

Flash EK
Public Exploits @ ® (] @ @ [ ] @

CVE-2015 - 0310 0311 0313 0336 0359 1671 2419 3090 3104 3105 3113 5119 5122 5560 7645

Source: Cisco Security Research
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Global Security Intelligence




TALOS INTEL BREAKDOWN E5%

250+
Full Time Threat Intel
Researchers

Xkt

1.5 MILLION 600 BILLION MILLIONS

: _ Service Provider
Daily Email Customer Data

Sharing

Program
#‘ Programs
. 16 BILLION
Internet-Wide ‘ Daily Web Requests

Daily Malware
Samples Messages

Coordination Of Telemetry

Scanning

20 BILLION 500+ Global Data

Threats Blocked Participants Open Centers

Product Bafeipicy Source

Sharing Partn A
Telemetry Honeypots (ISEXI(IE) o Intel (\()

Sharing 100+
Threat Intelligence

Vulnerability Discovery Open Source Partners

(Internal) Communities 34 Party Programs
(MAPP) .%.
<q“,9
1100+
Threat Traps
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7 -
.,

Top Senders of Malware (As of 16 June 2016)

®

Google Map data ©2016 Imagery ©2016 NASA, TerraMetrics
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DNS Activity on Malware site

DNS queries
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Malware Analysis
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Dynamic Analysis + Security Intelligence

Cisco Threat Intelligence

Cisco ThreatGRID Research

More than 52% of files More than 33% of files
convicted by Threat Grid did convicted by Talos did not
not exist in Virus Total at time exist in Virus Total at time of
of detection detection

100% 100%

90% 90%
80% 80%
70% 70%
60% 60%
50% 50%
40% 40%
30% 30%
20% 20%

10% 10%

0% 0%

2016-01 2016-02 2016-03 2016-01 2016-02 2016-03

mKnown to Virus Total ®mThreat Grid mKnown to Virus Total ™Talos
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Indicator of Compromise

Device Trajectory

Jun 12 "
6:00 6:04 6:05
[system] @ Q) ® ® 0
n [PE] ' @y
I et FE] CRLCRCROR--- oo Gy 2016-06-12 08:06:33 UTC @5‘%——%‘@
java.exe [PE) &—— | < L SUEREASE DOl Dl
jp2launcher.exe [PE] - @____ 1
chrome.exe [PE] ... O—2——--- Possible compromise. Java VM created and executed a malicious

or unknown disposition executable file.

11938f43-647341ab, (87715c2..041f20) was created and executed
by java.exe, Java(TM) Platform SE 7 U10 7.0.100.18
(Ob4eefc..1ccbd9) at 06:05:09, Sun Jun 12 2016 UTC.

At 08:06:33, Sun Jun 12 2016 UTC

Inreat vetectea , txecutea maiware
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Context from file relation

Data shows the bad and
the good

Device Tre, sy for IronHog.sf.snort.org TIMEZONE UT(

Apr 5
18:00

[System] @& Context helps you decide

£64dcOb. .4201fb [PDF] )
AcroRd32.exe [PE] NS

1fae878..109b4d [PE] O abOUt the reSt
87 [PE]
90d3fc6..9082dd [PDF]
cmd.exe [PE]
7740557..effcb3 [PE]
133 [PE]
s12c [TXT]
a.exe [PE]
0cfb120..e67192 [PE]
7e12d16..07bee6 [PE]
10.dll [PE]
132 [PE]
chkdsk.exe [PE]
explorer.exe [PE]

EVENTTYPE: (o @ create [ @ copy o @ move [ ©® execute « © open « © connection @ & scan detection @ (@ execblock g @ compromised?
o ©restore @ (D reboot o @scan @ ® defsupdate [f & policy update [ @ connector update [ € scan schedule [/ @® uninstall

EvenTDisPosiTioN: (o @ benign & @ malicious i @ neutral EVENT FLAGS: (3 none « A\ warning « @ audit only

© 2014 Cisco and/or its affiliates. All rights reserved.




Low prevalence file under radar

Prevalence

File Analysis
wsymaqyv9l 3372cled...c234a370

& Download Sample & Download Video & Download PCAP & 766 Artifacts v
vxevcvk.ex

‘ -
wscntfy.exe : wThreotGRID

Malwere Trveat INtelioence Platform

logonui.exe Metadata  Behavioral Indicators ~ Network Activity =~ Processes  Artifacts ~ Registry Activity ~ File Activity

tdss.exe wz
Analysis Report

ID 4fc4786334a3742f00aa5fa2e8 Filename 3372c1edab46837f1€973164fa2d726c5c5e17bcb888828ccd7c4dfcc234
0931de a370.exe
z 0s 2600.xpsp.080413-2111 Magic Type PE32 executable (GUI) Intel 80386, for MS Windows
winver.exe Started 4/7/16 16:42:48 Analyzed As exe
Ended 4/7/16 16:53:46 SHA256 3372cledab46837f1e973164fa2d726c5c5e17bcb888828ccd7c4d
Duration 0:10:58 fcc234a370
Sandbox phl-work-13 (pilot-d) SHA1 €654d39cd13414b5151e8c£f0d8£5b166dddd45¢ch
MD5 209a288c68207d57e0ce6e60ebf60729

bin.exe wa:

ps.exe was

jwenjktgen

Behavioral Indicators

explorer.ex
© Potential TOR Connection Severity: 100  Confidence: 100

FlashPlayer © Process Modified Desktop Wallpaper Severity: 100 Confidence: 95

© Generic Ransomware Detected Severity: 100 Confidence: 95

© 2014 Cisco and/or its affiliates. All rights reserved.




S EThreatGRID

Sample Malware Analysis - Dropper

= Merck_Faktur.doc |www.maxmin

First Seen 0€ AS: © Ne

05fef5495bca074e056¢! Nets
mod
use

BEHAVIORAL INDICATORS

Indicator

- HTTP Traffic

Back to top

@ File Name of Executable on Disk Does Not Match Original File Name

MP THREAT GRID
Most compilers add a resource to PE files called "Version Info". The Version Info resource contains

metadata about the PE file, including the PE file's original filename. The original filename attribute
can be used to determine if the PE's filename was changed from the name it had when it was
originally compiled. Most legitimate software will not change the name of PE files from their original
name.

Oriainal Filenamea Path Artifact ID

© GET http://dl.dropbox.com:80/u/26278469/moneytizing.exe

: Server IP: 108.160.173.134

Server Port: 80 Resp. Content: text/html

' © GET http://dl.dropboxusercontent.com:80/u/26278469/moneytizing.exe

| Server IP: 108.160.173.5

Server Port: 80 Resp. Content: text/htmi

| © GET http://www.maxmind.com:80/app/locate_my_ip

Server IP: 141.101.114.190

Server Port: 80 Resp. Content: text/html

© GET http://www.maxmind.com:80/en/locate_my_ip

Server IP: 141.101.114.190

Server Port: 80 Resp. Content: application/x-empty



(]
Q
o
S
©
7))
Y
(@)
()
(o)}
©
-—
C
(O}
o
—
()
o

© 2014 Cisco and/or its affiliates. All rights reservea:

@ Process Deleted the Submitted File

A process deleted or attempted to delete the file originally submitted to Threat Grid. Malware will
sometimes delete the original file or executable that launched the process for obfuscation of its
execution path.

Process Name Process ID

D5E9790D-6486-B8B4-CCAF- 436 (D5E9790D-6486-B8B4-CCAF-
CCA248070DF5_1d1c420116e61d2.exe CCA248070DF5_1d1c420116e61d2.exe)

d the
led Explorer’s
Extensions

es User

ol (UAC)

box Detection -
f ProductiD

e A Circular

@ File Name of Executable on Disk Does Not Match Original File Name

Most compilers add a resource to PE files called "Version Info". The Version Info resource contains
metadata about the PE file, including the PE file's original filename. The original filename attribute can
be used to determine if the PE's filename was changed from the name it had when it was originally
compiled. Most legitimate software will not change the name of PE files from their original name.

Original Filename Path Artifact ID

LMI_Rescue.exe \Users\Administrator\AppData\Local\LogMeln Rescue = 12
Applet\LMIR0001.tmp\LMI_Rescue_srv.exe

elationship
Domain

ote Process
Detected

box

stem

eletions




DNS Traffic Analysis




Feeling Locky?

- Encrypts &renames the
infected device'’s
important files with
Jlocky extension

- Appx 90,000 victims per
day
Ransomranges from
0.5-1.0BTC (1 BTC ~
422 USD)

© 2014 Cisco and/or its affiliates. All rights reserved.

We present a special software -
which allows to decrypt and return control to all your encrypted files.

How to buy Locky decrypter?

You can make a payment with BitCoins, there are many methods to get them.

@it

You should register BitCoin wallet (simplest online wallet OR some other methods of creating wallet)

. Purchasing Bitcoins - Although it's not yet easy to buy bitcoins, it's getting simpler every day.
Here are our recommendations:
LocalBitcoins.com (WU) - Buy Bitcoins with Western Union
Coincafe.com - Recommended for fast, simple service.

Payment Methods: Western Union, Bank of America,Cash by FedEx, Moneygram, Money Order. In
NYC: Bitcoin ATM, In Person




Blocking Ransomware: Real World Example with a Locky Domain
glslindia[.]Jcom (detection Date: 15/03/2016)

DETAILS FOR GLSLINDIA.COM

This domain is currently in the OpenDNS Security Labs block list

This domain is associated with the following type of threat: Dropper

DNS queries

-
3
=}

<

=
v
]

=
)
3
T

[%2]

z

(a]

25 by Pt g M, o AL A A o

24. Feb 26. Feb 28. Feb 1. Mar 3. Mar 5. Mar 7. Mar 9. Mar 11. Mar 13. Mar \15, Mar 17. Mar 19. Mar 21. Mar 23. Mar

DOMAIN TAGGING

Period Category URL
Mar 18, 2016 - Current Malware http://glslindia.com/87yg756f5.exe

Mar 15, 2016 - Current Malware

© 2014 Cisco and/or its affiliates. All rights reserved.




[/ / ' #80 Og4eT05 9767785 0825 76b 0B c calfiffb il

Blocking Ransomware ~ 1/ " 3

7 s ’a83253 e44cldebelabde®Q
Locky: Real World Example , ’ foco o d-cocogffereosuseo bl
JelcasSaclagl3a2bd879 387 2aba0b71f0c5

MH[J’//(“SHH(HJ COM/(OJ‘. (]7,)(')[,r),%‘)‘:ffﬁX fad el 506 b JiFi 8306425 gBalfct Secal24al 2 47d1e961e28
D 7808803890005 I@8d79aba247c59fafefB8albcOl

These domains
cO-occurr

s http://glslindia.com/button.gif 4 ”IXWEbhOS“ngcom

rbe

180

: ZepV
® his IQ»W‘»»SUU“““-/‘/"r“‘» B S FEIVET Bl Aoy S IR (o

. lopsele(r—mvgafﬁdge brautmoden.de

. tomatisparis.com

[07bed9baas2996bded75dacf5c2611ba5d3a3fI9b8588ga34530f74c

Visualize Back to top

terbeck.de (100.00)

pa773e8e0a9c582

No info to display

Hash of the malicious
file downloaded from
these domains

. a7cc422bc69c547bcdl40387ff457702f4cifeb2cd66434123c463c32ffibSca

o 7fo580c6c81l‘6%25&%@@&5@@9@@@08&%&48@9&@8@@@9@@53bb\IOlf9668l46528dbd




’ lo#0b O QgDE7059167785 98a576b})erf149bcc_ fba
1 e _attD://sibi C - stemn/loas /Enengan/y
Blocking Ransomware " ,

04383253 e44c1debelabd€O Qa9 4c06fbd160f6db
6d

a62d0Q¥B8fe06b5e0486 CfO4M9551417400dc(
|

Locky: Real World Example

aabaOb71f0c5

Islindia.com/¢ /56f5.exe . § il 2rendg 8b30 Baie65ccal2sal2egdleo6]e28

OB 0389000 TGISIO8d79aba247c59fafef8albcOl

@» IXxwebhosting.com

180 (H 7en
® hi ’é’mws{],,_,gg‘_/g'\,u‘\, B e FeIET Ry e AT vl ce

. lops@lecr—mvgapy[dgo brautmoden.de
. tomatisparis.com

! Www.derwohnsitz.de
qfesr»plal nde

[}

,' B //aims " O7bed9baa42996hded75dacf5c2611ba5d3a3f19b8588e M34530f74c4

. aa050385fb2bB318041cc7eaf9d89187578bb64e1949d7¢5499d10ae730049¢cd
. 8cc9a5de936aeS54e749a66bbcbb8261e30af0525255Ic2e8ebay3ete0a9c582

Expose the attacker’s infrastructure
¥ 27CCt22bc69CS4TbedIA0387 457702k hclfeb2cd66434123c4b3c 12FFIbbLS (Nameservers and |PS) to pl’ediCt the
next moves

o 7fo580c<>c8||‘e‘&é@i&%ﬁ@@&f@(@f@é@o&‘v‘fd&l&bﬂ@q@%@ﬂ?ﬁ@@@@53bb\IOlf9668|46528dbd




Mitigation

© 2014 Cisco and/or its affiliates. All rights reserved.




How Cisco AMP Works:
Network File Trajectory Use Case

Po ® Health System Helpv admin v

Connections v

FireAMP

Files » Network File Trajectory Hosts v Users v

()T VENE Analy: ies Devices Objects

Context Explorer Intrusions v Vulnerabilities v Correlation v Custom v Search

Network File Trajectory for 0517f034...588e1374

File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on gﬂ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on Eﬂ 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {3 Malware & Seen On Breakdown 2 senders - 3 receivers
Threat Score o High &»
Trajectory
Dec 06,
2013
10:57 17:40 18:06 18:10 18:14 18:17
10.4.10.183 O Q Q
105.11.8 G © © 8 ®©

10.3.4.51 ¢) &

10.5.60.66 S &
@ Create @ Move

Dispositions () Unknown {}Malware () Clean

@ Execute O Scan @ Retrospective @ Quarantine

O custom ’:; Unavailable

Events Q Transfer O Block

Events

Time Event Type Sending IP Receiving IP Client Web Ap... Description

2013-12-06 10:57: Retrospectiv...

2013-12-06 17:40: Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malware Cloud L... HTTP Firefox Retrospective Event, Fri Dec 6 ...

2013-12-06 18:06: Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller.... NetBIOS-... Retrospective Event, Fri Dec 6 ...

2013-12-06 18:10: Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller.... NetBIOS-... Retrospective Event, Fri Dec 6 ...

2013-12-06 18:14: Retrospectiv...

2013-12-06 18:14: 10.5.11.8 WindowsMedialnstaller....

File Quaranti...

2013-12-06 18:17: Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malware Block Firefox



Overview EGEUVETEN Policies Devices Objects FireAMP @ Health System Helpv admin v
Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Vulnerabilities v Correlation v Custom v Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on gﬂ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on =} 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Dispositi {) Malware (.f Seen On Breakdown 2 senders -+ 3 receivers
Threat Score eee- High &
TraJeCtory Time 2013-12-06 17:40:28

23;306' Event Type File Sent }
1P Address 84 10.4.10.83 An unknown file is present on IP:
10:57 17:40 18:06 18:10 18:14 18:17 Sent To ” p o
10.4.10.183 © & £ File Name WindowsMediplnstalicr.exe 10.4.10.1 83, haV|ng been
10.5.11.8 é O Q @ @ Disposition () Unknown ‘
Action 12 downloaded from Firefox

10.3.4.51 ¢) & Application Protocol || HTTP
10.5.60.66 oS & Client [ Arefox

Events O Transfer Q Block @ Create @ Move @ Execute O Scan @ Retrospective @ Quarantine

Dispositions O Unknown Q Malware © Clean O Custom ’:1 Unavailable
Events
| Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description

2013-12-06 10:57:13 Retrospectiv... Malwa...

2013-12-06 17:40:28 Transfer

2013-12-06 18:06:03
2013-12-06 18:10:03
2013-12-06 18:14:10
2013-12-06 18:14:23

2013-12-06 18:17:27

Transfer
Transfer
Retrospectiv...
File Quaranti...

Transfer

4 Cisco and/or its affiliates. All rights reserved.

10.4.10.183
10.5.11.8

10.5.11.8

10.4.10.183

10.5.11.8
10.3.4.51

10.5.60.66

10.5.11.8

10.5.11.8

WindowsMedialnstaller.... Unkn...

Malware Cloud L...

HTTP Firefox

WindowsMedialnstaller....

WindowsMedialnstaller....

WindowsMedialnstaller....

WindowsMedialnstaller....

Unkn... NetBIOS-...

Unkn... NetBIOS-...

Malwa...

Malwa...

Firefox

Malwa... Malware Block

Retrospective Event, Fri Dec 6 ...
Retrospective Event, Fri Dec 6 ...

Retrospective Event, Fri Dec 6 ...




Ol Policies Devices Objects

FireAMP

admin v

ealth System Helpv

Context Explorer

File SHA-256

File Name

File Type

File Category
Current Disposition

Connections v Intrusions v

0517f034...588e1374 &
WindowsMedialnstaller.exe
MSEXE

Executables

{¥ Malware &

Files » Network File Trajectory

Network File Trajectory for 0517f034...588e1374

Hosts v Users v Vulnerabilities v

First Seen

Last Seen

Event Count

Seen On

Seen On Breakdown

Correlation v Custom v Search

2013-12-06 10:57:13 on =@ 10.4.10.183
2013-12-06 18:17:27 on =@ 10.4.10.183
7

4 hosts

2 senders -+ 3 receivers

2013-12-06 18
2013-12-06 18
2013-12-06 18

2013-12-06 18

Transfer 10.5.11.8
Retrospectiv...
File Quaranti...

Transfer 10.4.10.183

© 2014 Cisco and/or its affiliates. All rights reserved.

10.5.60.66

10.5.11.8

10.5.11.8

WindowsMedialnstaller....

WindowsMedialnstaller....

Threat Score eee- High &
Trajectory
Dec 06, Time 2013-12-06 17:40:28
2013 Event Type File Received
IP Address =) 10.5.11.8
10:57 17:40 18:06 18:10 18:14 18:17 g -~ . s o
i Recsived From 9} 10.4.10.183 At 10:57, the unknown file is from
10.4.10.183 S & <3 File Name Win: ialnstalicr
10.5.11.8 Q) D) () Q @ Disposition Uaknown IP 10.4.10 183 to IP. 10.5.11.8
-5.11. O J Q) :
- b ¥ Action lware Cl k!
10.3.4.51 ) & Application Protocol || HITP
10.5.60.66 O & o
Events {:} Transfer {:) Block 6) Create (E) Move (E;\ Execute C)‘ Scan 6} Retrospective @ Quarantine
Dispositions C) Unknown Q Malware Cj‘ Clean O custom ":/ Unavailable
Events
Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description
2013-12-06 10:57:13 Retrospectiv... Malwa...
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Unkn... Malware Cloud L... HTTP Firefox Retrospective Event, Fri Dec 6 ...
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller.... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...

NetBIOS-... Retrospective Event, Fri Dec 6 ...

WindowsMedialnstaller....

Malware Block

Firefox




Overview EGEUVETEN Policies Devices Objects

FireAMP

ealth admin v

System Help v

2013-12-06 18
2013-12-06 18
2013-12-06 18

2013-12-06 18

Transfer 10.5.11.8 10.5.60.66

Retrospectiv...
File Quaranti... 10.5.11.8

Transfer 10.4.10.183 10.5.11.8

WindowsMedialnstaller.... Unkn...
Malwa...
WindowsMedialnstaller.... Malwa...

WindowsMedialnstaller.... Malwa...

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Vulnerabilities v Correlation v Custom v Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on =@ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on =@ 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {3 Malware & Seen On Breakdown 2 senders -+ 3 receivers
Threat Score eee- High &
Trajectory
Dec 06, Time 2013-12-06 18:06:03 A A
2013 O P Seven hours later the file is then
10:57 17:40 18:06 18:10 18:14 18:17 IP Address = 4 d 2
i . oy o e transferred to a third device
T ¥ = File Name WindowsMedialnstaller 0
10.5.11.8 ¢ ) S) & ® Disposition nknown (1 0345 ) US|ng an SMB
Action . .
10.3.4.51
< T Q Application Protocol || NetBIOS-ssn (SMB) appl |Cat|on
10.5.60.66 T ) &
Events {D Transfer {D Block (9 Create (E) Move (®) Execute O Scan G) Retrospective @ Quarantine
Dispositions O Unknown QMalware C}) Clean O custom \/ Unavailable
Events
Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description
2013-12-06 10:57:13 Retrospectiv... Malwa...
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Unkn... Malware Cloud L... HTTP Firefox Retrospective Event, Fri Dec 6 ...
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller.... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...

NetBIOS-...

Malware Block Firefox

© 2014 Cisco and/or its affiliates. All rights reserved.

Retrospective Event, Fri Dec 6 ...




Ol Policies Devices Objects

FireAMP

ealth admin v

System Help v

2013-12-06 18
2013-12-06 18
2013-12-06 18

2013-12-06 18

Transfer 10.5.11.8
Retrospectiv...
File Quaranti...

Transfer 10.4.10.183

© 2014 Cisco and/or its affiliates. All rights reserved.

10.5.60.66

10.5.11.8

10.5.11.8

WindowsMedialnstaller.... Unkn...
Malwa...
WindowsMedialnstaller.... Malwa...

WindowsMedialnstaller.... Malwa...

Malware Block

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Vulnerabilities v Correlation v Custom v Search

Network File Trajectory for 0517f034...588e1374

File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on =@ 10.4.10.183

File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on =@ 10.4.10.183

File Type MSEXE Event Count 7

File Category Executables Seen On 4 hosts

Current Disposition {3 Malware & Seen On Breakdown 2 senders -+ 3 receivers

Threat Score eee- High &

Trajectory
Dec 06, Time 2013-12-06 18:10:03 . . . .
2013 Event Type File Received } The file is copied yet again onto a
10:57 17:40 18:06 18:10 18:14 18:17 1P Address g 10.5.60.66 :

i e fourth device (10.5.60.66) through
¥ o g ria e wintomtetaisaaccss [N SMB application a half
10.5.11.8 C} :)‘ {D‘ Q @ Disposition nknown e Same app ICa Ion a a
10.3.4.51 S LR

<'/ Y Q Application Protocol || -g5n (SMI hOUI" |ate|"
10.5.60.66 ) &
Events {:} Transfer {:) Block 6) Create (E) Move (E;\ Execute C)‘ Scan 6} Retrospective @ Quarantine
Dispositions C) Unknown Q Malware Cj‘ Clean O custom ":/ Unavailable
Events
Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description
2013-12-06 10:57:13 Retrospectiv... Malwa...
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Unkn... Malware Cloud L... HTTP Firefox Retrospective Event, Fri Dec 6 ...
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller.... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...

NetBIOS-... Retrospective Event, Fri Dec 6 ...

Firefox




Overview LUEVETEN Policies Devices Objects FireAMP @® Health System Helpv admin v

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Vulnerabilities v Correlation v Custom v Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on =@ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on =@ 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {3 Malware & Seen On Breakdown 2 senders -+ 3 receivers
Threat Score eee- High &
Trajectory . . .
Dec 06, The Cisco® Collective Security
2013 . .
-12- 114:
10:57 17:40 18:06 18:10 18:14 18:17 e A0t 208 TR0 Intelllgence Cloud has learned this
- Event Type Retrospective Event . . . .
10.4.10.183 S & o—‘o_l— S file is malicious and a retrospective
05118 P ~ A 8 ® Disposition { Malware ) - -
.5.11. O Y Q) .
onans S D~ Action event is raised for all four devices
.3.4. >
10.5.60.66 c & immediately.
Events {:} Transfer {:) Block 6) Create (E) Move (E;\ Execute C)‘ Scan 6} Retrospective @ Quarantine
Dispositions C) Unknown Q Malware Cj‘ Clean O custom ":/ Unavailable
Events
Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description
2013-12-06 10:57:13 Retrospectiv... Malwa...
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Unkn... Malware Cloud L... HTTP Firefox Retrospective Event, Fri Dec 6 ...
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller.... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...

2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller.... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...
2013-12-06 18:14:10 Retrospectiv... Malwa...
2013-12-06 18:14:23 File Quaranti... 10.5.11.8 WindowsMedialnstaller.... Malwa...

2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malwa... Malware Block Firefox

© 2014 Cisco and/or its affiliates. All rights reserved.




Overview LUEVETEN Policies Devices Objects FireAMP @® Health System Helpv admin v
Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Vulnerabilities v Correlation v Custom v Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on =@ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on =@ 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {3 Malware & Seen On Breakdown 2 senders -+ 3 receivers
Threat Score eee- High &
Trajectory H i 1
Dec 05 e At the same time, a device with the
10:57  17:40  18:06 18:10 18:14 18:17 Event Type File Quarantined AMP for End pOIntS connector
- IP Address =/ 10.5.11.8 .
10.4.10.183 Q& & | FileName WindowsMediInstate.ex reacts to the retrospective event
105.11.8 C © 9O & @e—— Disposition {} Malware di diatelv st d
4 and immeaiately stops an
10.3.4.51 L) | & Action
10.5.60.66 o & quarantines the newly detected
s Y o NENENE

Events Q) Transfer Q) Block (+) Create () Move \Ej Execute Q,‘ Scan (%) Retrospective @ Quarantine

Dispositions C) Unknown Q Malware Cj‘ Clean O custom ":/ Unavailable
Events

Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description

2013-12-06 10:57:13 Retrospectiv... Malwa...

2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Unkn... Malware Cloud L... HTTP Firefox Retrospective Event, Fri Dec 6 ...

2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller.... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...

2013-12-06 18: Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller.... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...

2013-12-06 18: Retrospectiv... Malwa...

2013-12-06 18: File Quaranti... 10.5.11.8 WindowsMedialnstaller.... Malwa...

2013-12-06 18 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malwa... Malware Block Firefox

© 2014 Cisco and/or its affiliates. All rights reserved.




Overview LUEVETEN Policies Devices Objects FireAMP ealth System Helpv admin v
Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Vulnerabilities v Correlation v Custom v Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on =@ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on =@ 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {3 Malware & Seen On Breakdown 2 senders -+ 3 receivers
Threat Score eee- High &
Trajectory o e . .
bec 06 Tima 20131246 13:17:27 Eight hours after the first attack, the
2013 ‘ Event Type File Sent .
IP Address =j| 10.4.10.183 -
10:57 17:40 18:06 18:10 18:14 18:17 Blocked Recipient ;310.5 8 Malware trles to re enter the
10.4.10.183 Q & o File Name WindowsMedialnstaller.exe system through the original point of
10.5.11.8 oy ~ O Q @ Disposition {3} Malware . .
T YoX Y Action  Malware Block entry but is recognized and
10.3.4.51 O & Application Protocol || HTTP
10.5.60.66 & Client [ Firefox bIOCked_
Events {:} Transfer {:) Block 6) Create (E) Move (E;\ Execute C)‘ Scan 6} Retrospective @ Quarantine
Dispositions C) Unknown Q Malware Cj‘ Clean O custom ":/ Unavailable
Events
Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description
2013-12-06 10:57:13 Retrospectiv... Malwa...
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Unkn... Malware Cloud L... HTTP Firefox Retrospective Event, Fri Dec 6 ...
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller.... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...

2013-12-06 18
2013-12-06 18
2013-12-06 18

2013-12-06 18

Transfer

Retrospectiv...

File Quaranti...

Transfer

© 2014 Cisco and/or its affiliates. All rights reserved.

10.5.11.8 10.5.60.66
10.5.11.8

10.4.10.183 10.5.11.8

WindowsMedialnstaller....

WindowsMedialnstaller....

WindowsMedialnstaller....

Unkn...

Malwa...

Malwa...

Malwa...

Malware Block

NetBIOS-... Retrospective Event, Fri Dec 6 ...

Firefox




Thank You




