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Addressing Malware Threat
Detect the infection, understand scope, and remediate the problem
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TALOS Blog - Cryptowall

Talos also observed that this sample exhibited some additional safety checks, such as 
terminating the infection process if the local language is not supported. The following 
is a non-exhaustive list of some of the unsupported languages: 

Russian, Kazakh, Ukrainian, Uzbek, Belarusian, Azeri, Armenian, Kyrgyz, Georgian. 
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We are looking for complete attack flow
221 percent increase in WordPress Attacks
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Track Exploit Kit
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Global Security Intelligence
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Top Senders of Malware (As of 16 June 2016)
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DNS Activity on Malware site
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Malware Analysis
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Dynamic Analysis + Security Intelligence

35%

Cisco ThreatGRID
More than 52% of files 
convicted by Threat Grid did 
not exist in Virus Total at time 
of detection

Cisco Threat Intelligence 
Research
More than 33% of files 
convicted by Talos did not 
exist in Virus Total at time of 
detection
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Cisco Advanced Malware Detection Lattice
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Indicator of Compromise
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Data shows the bad and 
the good

Context helps you decide
about the rest

Context	from	file	relation
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Low	prevalence	file	under	radar
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Sample Malware Analysis - Dropper
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Advance Malware with Evasion Technique
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DNS Traffic Analysis
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Feeling Locky?

- Encrypts & renames the 
infected device’s 
important files with 
.locky extension

- Appx 90,000 victims per 
day

- Ransom ranges from 
0.5 – 1.0 BTC (1 BTC ~ 
422 USD)



© 2014 Cisco and/or its affiliates. All rights reserved. 21

Blocking Ransomware: Real World Example with a Locky Domain
glslindia[.]com (detection Date: 15/03/2016)
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Blocking Ransomware
Locky: Real World Example
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Current Malware 
distribution Point

Infection Point

Next Malware 
Distribution Points

Expose the attacker’s infrastructure 
(Nameservers and IPs) to predict the 
next moves

Blocking Ransomware
Locky: Real World Example
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Mitigation
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How Cisco AMP Works: 
Network File Trajectory Use Case
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An unknown file is present on IP: 
10.4.10.183, having been 
downloaded from Firefox
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At 10:57, the unknown file is from 
IP 10.4.10.183 to IP: 10.5.11.8
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Seven hours later the file is then 
transferred to a third device 
(10.3.4.51) using an SMB 
application
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The file is copied yet again onto a 
fourth device (10.5.60.66) through 
the same SMB application a half 
hour later
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The Cisco® Collective Security 
Intelligence Cloud has learned this 
file is malicious and a retrospective 
event is raised for all four devices 
immediately. 
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At the same time, a device with the 
AMP for Endpoints connector 
reacts to the retrospective event 
and immediately stops and 
quarantines the newly detected 
malware
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Eight hours after the first attack, the 
Malware tries to re-enter the 
system through the original point of 
entry but is recognized and 
blocked.
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Thank You


